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Introduction

1 The New Zealand Intelligence Community (NZIC) exists in its current shape because of
historical legacies and the ways in which occupational cultures can dictate orgamsatlona} ¢
form. It looks institutionally the way it does today because its memb/ ,e/ntmes grew<1,n
stages, a bit like “Topsy”, and were modelled on doctrine and prece Afrom overseds
partners. If it sometimes acts in ways different from other parts %tiN‘ew/Zealand put bllé )
sector that is because intelligence, as a state function, requl artlcula( kmds of
restrictions on processes and behaviours (see Annex 3). T[@‘s@\c{an\@re rise to dl\sfr tive,
sometimes highly tribal, professional cultures Wlthln and ™ be/tween the mte igence
organisations themselves. Up to a point this is m/ev le, and it is—nof. nf;cessanly a
problem given the right internal and external accoun ability ﬁamew,orks. \]E{y and large, in
New Zealand, as far as the control of secret gies goeﬁ,I we, hav\e strong and
internationally orthodox external public accq_q_ Qity “arrangqments, th/dy were validated
in a report by Sir Geoffrey Palmer in 2000. sa{d anyﬁung fo-do with intelligence
attracts close media and civil society scr(utmy, and polltlcﬁl,b}]qﬁ(tlsat’fshlp cannot always be
taken as a given. ONK (
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2 For quite a long period the NZIC\Was seen preciomm;ntly as a foreign intelligence
construct; the product was about. mtematlona{ events, situations and actors, and mostly
used to support the offshore engagements tﬁ\wh{ch successive governments were
committed. The prmmpal/imkages were those /of the External Assessments Bureau (EAB),
Directorate of Defenck\ Iutelhgcmce cand Security (DDIS) and Government
Communications S’ecfur;t’y Bu’reau (GCSB‘) \to the Ministry of Foreign Affairs and Trade
(MFAT) and the New Zealand Defence Force (NZDF). New Zealand Security Intelligence
Service (NZSIS) pa.rho:patlon was more case-by-case. But that began to change around
the 1990s;” aud more’ recently- 1he N)ZIC has been in a period of significant growth and
conmd@:;ablé Alux; adaptih 1tse]f,> in terms of its membership and its outputs, to the
conter porai:y national secunty sagenda of our government. This agenda embraces shifting
New e@aﬂd indigenous orsovereign security concerns, especially in regard (post 9/11) to
’“Ilomeja.ud/ sccufll;y’ . as well as a variety of new foreign policy engagements with an
m@n{m/ ional < q\r Ie‘gu)nﬁl security dimension, often collective in nature. Significant
E}dq‘ﬁonalx dget -eriough to cope overall, if not entirely, with these multiple demand
~._pressures- has been available and new capital and operating funding has flowed into the
sectot $ mﬁ*astfucture and processing machinery. Until now this has involved a bid
8 scfutmy pmcess by Officials’ Domestic and External Security Committee (Intelligence)
' (ODESC(I)) which, by general budget practice, and notwithstanding qualitative changes in

Tréasury access, may still seem lacking in contestability.

. 3\ ' By the same token New Zealand’s national technical capacity to generate intelligence has
"\ " achieved some critical mass. NZIC’s value to this and future governments lies in its overall
operational consistency in its protective functions and in its offering timely and well-
integrated assessments that enable national security decision makers to manage risks, short
and medium term to our domestic and external interests. If it performs well, the NZIC can
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help protect the state and give advantages that negate the limitations of small nations in the
modern world.

The contemporary national security agenda is both wider and more complex than what has
gone before; it is inherently more risk-laden and more demanding.

Given the emerging need for quite firm and ongoing fiscal restraint, 1&%}5{ ensible to g
asking what could be done, structurally or managerially to assure @l‘]\ térs bout NZI '8\
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From the conversations I and my review support ~team have/ condus}t&ﬁ WIth NZIC
principals and other stakeholders ideas about ways a eg Qr\NZIC have\a@rged

Some are generic propositions and suggestions; /ﬂt{{ \spemﬁc The g\pﬁenc are:

Rearticulate the purposes of the NZIC \rede\ét{e it n’fcﬁlbershlp via updating the
2005 Domestic and External Securrt\x S)) Commiittee “of Cabinet “charter” (and
Palmer’s 2000 organogram). Thesc\qfe ‘the” “foul{@ﬁgxdocﬂments” for the national
security system and the integration of the- mtelllgeng:e cam‘mumty within it. This update
should identify roles and respon“sﬂnhtibs of QﬂiQSa ‘stakeholders in national security
who create or consume mtelllg*lgnge /as an &ll-SleICBS sroduct. And it should specify their
relationships with the centre i.e. theé co dmatmn and integration machinery in terms of
the accountability of}ingilv‘lduals as well ‘as committees and other collective bodies. In
particular reconsider “the. /purposgs ef bDESC(I) and the Officials’ Domestic and
External Security COmm\m’ee (Pollcy) (G)]DESC(P)) from two perspectives; the ongoing
need to mtefgrate_ thé mtell,rge‘hee\ community and the national security/emergency
response com*mumty or brﬁad{y operatmnal purposes; and the requirement to govern the
intelligence-system on lﬁof Ministers, at a cross agency level, in terms of setting
future dn'\echon detea‘n ng\rcsdurcmgfcapablhty priorities and performance-managing.

Codlfy /tﬁé co ectlons\ b&ween the national security agenda and the capabilities of
< “x{ntel\hgence products to clarify policy choices and enhance operational results. Measure

i -‘1ﬁ§6§51b1e( or-at least weigh up carefully the NZIC’s systemic capability to sustain

. /quahty mputs%ona?lonal security goals and tasks.

If necessaﬁr adjust but do not lose the balance between those intelligence outputs
directed ‘at present risk mitigation and what needs to be devoted to revealing and
un@standmg medium-term trends and intentions.

Ensure by means of regular Coordinator-convened meetings with all agency heads, that
the NZIC as a whole is focussed on the nature of the value-add which different,
specialist streams of collection or assessment can bring to particular tasks; manage from
the centre to minimise duplication of input, oversubscription of effort and task-creep,
whether self-selected or involuntary within agencies.

Develop a more dynamic process for priority setting, adjusting and monitoring; don’t
just impose a hierarchy on a plethora of ‘subjects of possible interest’ to consumers, but



evaluate risk and set/reset collection and assessment tasks, and give to the Coordinator
the responsibility to recommend to ODESC either scaled up or scaled down effort across
agencies; monitor progress towards achieving in practice greater flexibility of effort.

vi.  Encourage cross-agency flexibility and mobility in the use of human resources, >
particularly amongst staff whose professional role contributes to “finished” (assessed).
intelligence product; a deeper assessment pool should permit a gre erléﬁe of subjector .,
sector specialisation across NZIC as a whole in areas of endur impo ance t6 New‘ ¥
Zealand. <\ _/~--H_\

vil.  Guard against bad habits. Under pressure “dodgy” assesSnibxﬂ:s\ cﬁl) arlse fmm\\peﬁcy or
collector bias/capture.  Reiterate the importance of ohjectlvuy, integrity and
mdcpendence in intelligence assessments. Revalidate thg role of lﬁe }ec;or EAB to
lead i.e. quality control a national assessments progra imme and’an gli urces current
intelligence product that should bear upon t@r[ai rity m@tters ‘at Hand (including
economic and trade risks) that should draw-upon inputs ﬁ‘om\abms\?fhé national security
agenda, and be accessible to relevant Mllﬁtqr‘sféemor/ cﬁ‘ﬁciajs and used in formal
advice and decision taking. Thls\\mght/ requ1re J’evqu TOR for the National
Assessments Committee (NAC) % .

viii.  Plan for something akin to.an “efﬁclency dmdqr‘\d“ fr‘om the NZIC. Require agency
heads and their second tier nﬁn\&ger/s to dcveloifr lahs for cross-agency service delivery
in selected areas where savings are cleagly achievable and the risks of compromise of
frontline effectlvenq are manageable. a\Ted/C()rporate and back-office functions and
shared processmg an distr:rbution tech nologies should be characteristic of the future
NZIC. Set savmg‘sfr PYIEI'HISEI.LYGﬂ targets for NZIC collectively. A framework for this

process is set crut in Almex 4 /

8 There, ’f}re a\iéd éome Gpeekﬁg suggestlons about things not to do, and things to do
strugt \))vhlch could- help”accomplish these goals. They go to the present set of
grrang nt/s for(NZIC gov ance/authorisation, and performance accountability:

r A Thg.re is noi a Stfm}g case for 1 restructuring i.e. a two or even three agency merger. Major
/" tnachinety- -vgﬁ\?emment projects tend to have more hidden costs and longer payoff

/ \ -"mnehnbs\‘-h foreseen. NZSIS and GCSB would not fit easily together in terms of core

oul(pgts ar) culture and business practice, and both have unique centres of expertise that

- require- specnallsed training and development regimes. They both collect secret

: 'mtelhgcnce but in very different ways, and each has compartmentalising requirements

‘for sensitive information from offshore partners. They already interact eﬁ‘cctwely on

“operations and projects where they need to, as the law permits. There is no “high-
hanging” operational synergy that it would need a merger to unlock.

/ii. Itis more likely NZIC, especially NZSIS, will need to find synergies with the “homeland
security” agencies (i.e. border/law enforcement/organised crime) in future as part of a
contemporary national security agenda. These agencies which have always collected
and used intelligence as part of their domestic missions are now approaching a new
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threshold of integration as a public sector border cluster. But their targets have become
far more globalised, and they are increasingly part of supranational intelligence
networks, capable of a range of clandestine operations aimed at both prevention and pre-
emption. Getting this new interface right operationally and legally is arguably the higher
priority.

There is a case to look at actual or virtual integration on the assessn}eﬁ/a/'fde;\ - j
The senior officials’ committee, ODESC and the DES Commi ttee\(i‘abmet to Wbiqh Lt )
would normally report on intelligence matters should unde IC4 oveniaﬁce gt the’
systemic level. This means setting expectations and ndh(s1ng>pr10r1tles (r ale
up/scale down) for intelligence outputs; rev1ewmg erformauce at thg\strateg;c level
against national security risks, determining inst o‘nal capabllmes find  resourcing
levels. A structure for this — ‘ODSEC (G)’ ed The Treasury and the State
Services Commission (SSC) which have th expertisc bm \h e not had the
necessary levels of access or familiarity sh Eore gant( utgryat this level (see
Annex 8). But the central agency Ieader’shlp\ﬁn éccuuntablhty should remain
with the CE of the Department of the" Emme N/I,mlster d Cabmét (DPMC) and operate
through a DPMC based unit. Even-if, in ﬁkfure the Pg’lmeMlmster were not the portfolio
Minister for all three agencie \hsgshe -would Il hé /ﬂié/ essential actor on national
security issues, and would chajﬁ}q abinet DES i@{nm,ﬂ'tee

The Domestic and External Sectn'}ty Gr (1p\11‘1 DPMC drives the coordination machinery
to accomplish thIe—of-gOVE:mment response to national security risk.  The
Wintringham report, ngllows ‘Up-some recommendations by the Auditor-General in
2005, is llkely to prc;p (s\e. a memchology and process to better define and integrate the
government’s. natmna Security” g@als At may also address roles and responsibilities
within DESG. The Intelli nqe Coordinator, a second-tier position within DESG, has
had a hmlted mandate -and ed authority. In other jurisdictions the comparable
fung;tmn hzf} been su'en‘gthened in recent years. The evolution of the NZIC and the

ef@ed need to \gNé direction to future performance and capability in systemic
%y wgue for - a similar strengthening. But it will need to be considered in light of what

AN is seen‘to be the ; riate span of responsibilities for the DESG Director, and havin
ey prop g

gard to Wh@tsh(m}d continue to be the clear financial control and legal accountability

b '.:'_-"__-expect% ns, tﬁ;on agency heads. This consideration will, of course, be sensitive to
T "‘whafv,v ks \lﬂ Wellington” but it can take advantage of some of the greater clarity of

the fole a:pd function specification from other jurisdictions, (i.e. where, in the New
lanel ‘system, and in whom, should the accountability for performing the function be

_ l ed and the authority vested?).

' '-\Iﬂ the UK, the Intelligence Coordinator equivalent has responsibility for the “single

intelligence account”, which I understand to mean that agency budget bids put up
through the separate Mmisters are scrutinised from a collective angle, and adjustments
may be recommended. I am not sure whether, in fact, there is a single appropriation (for
multiple agencies). But some closer understanding of how this works, in reality as well
as in theory, might yield some practice that could be adapted for NZIC. And there may
be closer to home models e.g. the Justice Sector budget management system.
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vii.  The employment, remuneration and performance management of the Directors of NZSIS
and GCSB are not standard. (NZSIS, by law, sits outside the State Sector Act altogether,
and, in the case of GCSB, performance review by the State Services Commissioner is
precluded). Although sharing a common Minister, the Prime Minister, and, by virtue of
chairing ODESC, having greater visibility of performance than either of the other central ~
agencies, the CEO of DPMC has no formal oversight role either. Both agencies do,,m £
fact, behave as part of the state secton’publlc service in several nnpOpt’a}lt respects- e;g 5 \\ _
their HR and financial management regimes. In the appointmento agimcflcﬂeadsq récent|
practice (as with NZDF Chiefs and the Police Commissioner). has. | for the' Pl'lmef
Minister to invite the State Services Commissioner to coﬁdﬁc a\mem -based gmcess
The momentum is clearly towards both agencies being drawn into th wi e:/pu’bllc
management regime. =i v/ \ 5

\

viii.  To take the next step and “mainstream” perforrga:u rﬁaﬁagement Tl’r&tW@ Acts could be
amended. Alternatively the Prime Minister- ag M;lmsjer and by law,|employer could
advise the two Directors that he wishes to intr uc;e an drtwn fo’ their contracts of
employment to enable regular performanee re\ iews. TtrZ> Servu:es Commissioner
could then be appointed to undertake’ th\em A he presaﬂt Dlrectors in my view, would
accept this provided the more sensitive \a\c:tmnes thay undertake nationally, and with
international partners, were net put\ at-risk of compromise of the “need-to-know”
principle by an overly mthWe TeView proeess' @hrc‘h forced disclosure on them. I
understand that the State Serwces Cgmmn;monbr deals with similar caveats in respect of
the performance of heads of other agencies who exercise statutory powers. And both
agencies have establ\lshed audlt arranggm&n “which are satisfactory to the Controller and
Auditor-General. ~So. it should be posmble to find a modality. It would need to take
account of the proposal in(iv) abp\(e for amnew ODESC governance configuration.
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Annex 1: Intelligence Agencies Review Terms of Reference - 27 May 2009

1 The Prime Minister has traditionally taken Ministerial responsibility for the two principal
intelligence agencies, the Government Communications Security Bureau (GCSB), and the -
New Zealand Security Intelligence Service (NZSIS). In addition, within the Department of
the Prime Minister and Cabinet (DPMC), the External Assessments Bq’;e’au (EAB) has‘a
critical intelligence assessments role. These three entities are the(bf{‘{y ‘onte establﬁﬁegl'\ -
solely for the collection and/or analysis of mtelllgence Whilst otlg/ef/a ies golle‘und
use intelligence in the course of their other roles it is GCSB, P({SIQ\Qnd EAB wls{mh fgrfn
the core of the New Zealand Intelligence Community.

2 It has long been recognised that there needs to be ef/f(foftwe coordmatl il an&ermght ata
‘sectoral’ level. This is provided via the Ofﬁmal;k@mrﬁ’mttee for/BUm\ ‘hg and External
Security Coordination (ODESC), which forms p/a\rt of Eh@,mtelhgence syStem Cabinet has
agreed that ODESC, “shall provide oversight and. pohcf direc to,-and’shall monitor the
performance of, the New Zealand intelligénce Qoﬁm‘iumty’ahd m}#wdual agencies. The
Committee shall ensure there is full and e b{ ive co- ordr'n/atloh and co-operation with the
New Zealand intelligence commumryand qt -there is no thecr:ssary overlap of activities
or responsibilities”. < \\ ¢ %Y

The Review

3 There is a need to examme

. How we can ogt}rﬁlse\thc’effectmsness of our mtelllgence and security arrangements
across the NQW Z’ealapd intelli ge{lce r;Qmmumty as a whole;

. How we/ QarL exirapf furtherefﬁcxemfy gains from the funding already provided, so as
to be. ablerto n;invest t’ho*se \gains back into more effective intelligence and security
capa.b‘i‘h;y amd delivery. of: reSu\I‘ts

4 A l;e%e/w, Wi‘ll be un&ﬂiﬁ; of the structure of New Zealand’s current intelligence
acti 1&:@,(0 assess whether the present configuration across three agencies is optlmal or
..;'Whetlyr an alter%:e ;nyangement would be preferable. The Review will examine the
/A e’ core mt’Ihge\ ¢ agencies and assess whether their current structures and modes of

\ /op atlon,are ﬁptunai for the Minister, and the government as a whole.

r"TSI The rewcvv/ may, as appropriate, examine linkages with other agencies which generate or
use mtelligepice and may consider coordination mechanisms including ODESC(I).

6. The review will determine whether there are practical options for change in the way the
mtejllgence agencies work to improve overall intelligence outcomes.

7 > The Review will be undertaken under delegation from the State Services Commission
') acting in terms of his functions in section 6(a) of the State Sector Act 1988 and, in respect
of the NZSIS, at the invitation of the Prime Minister in terms of section 11 of the State
Sector Act 1988. Funding will be sought from GCSB and NZSIS to cover the costs of a
suitable reviewer. A contribution will also be sought from DPMC.



8 Simon Murdoch will be appointed as reviewer by the State Services Commissioner. The
aim is to conclude the review by 30 September 2009.

9  The reviewer will work with the relevant CEs to establish an effective process for the
review. This may include inviting the relevant CEs to form a steering or reference group, .
and seeking whatever participation or assistance is needed from D/MC SSC, or t}1é 2
Treasury. / o Y
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